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COMM-PAS-021 JA1
Disable a User’s Account in MasterControl

1) Search for the user account via Portal > User Management >Users

Lo C @ duke.mastercontrol.com/duke/index.cfm#/hubs/portal Q % 0O » &
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Roles
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2) Click the Toolbar Search icon shown below:

MASTERCONTROL

MasterControl Portal > Users

Returned all [ 191 T records.
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COMM-PAS-021 JA1
Disable a User’s Account in MasterControl

3) Type the user name into the Simple Search field:

e

Search For:

John Smith

Open Save Search Clear

MasterControl Portal > Users > Edit User

Account Status Authentication Provider

(D Enabled
1 Personal Information 4
Title Suffix Address 1
Email Address 2
alicta burgess@duke ey ¢ | Remove address
Phane City State
Fax Zip Code Country

Company

4) Go to the Personal Information tab and remove the email address.

5) Go to the Account Information tab (see screenshot below).
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Select tab
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"M MASTERCONTROL

| MasterControl Portal > Users > Edit User

| Account Status.

I Enabled

Account Information  Personal Information

First Name

Login Password

Confirm Login Password

Change password on next login () Yes @ No

Account Loy

cked (0 Yes @ No

Employee Numi

Job Title

Avazilable Roles

Authentication Provider

Selected Roles.

COMM-PAS-021 JA1
Disable a User’s Account in MasterControl

Electronic Signature

Confirm Electronic Signature

@

Change electron re on next Iogin

Account Locked

Active Directory Username

Active Directory

Yes @ No

a) Select the radio button to the right of “Account Locked” under the Login Password and

Electronic Signature.
b) Print screen the Selected Roles field as shown below and paste into a Word file. The name of

the file should be “User Name Roles and Job Codes”. Enter a heading at the top of the

document: “User Name — Roles and Job Codes Date.

Selected Roles
GRP-EVENT MGMT USERS

P VAULTS

GRP-G

THYMUS DONOR SCREEN-

PWR

c)
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Note: Do not remove role(s) from the user account at this point.

Save and enter the reason: “Preparing to disable account.”
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Disable a User’s Account in MasterControl

6) Go to the Portal Search and enter the username (in order to find the user Trainee InfoCard).
a) Click Training > Trainees folder and click the View InfoCard icon under the Actions column for
the Released revision.

MasterControl Portal > InfoCards

I Documents

B Training > Trainees

- _—_—_—_ " " " =" = 9 ] >9]9>]>_—_|>_">""=]|9>B>B>B>B n — — — ——_—_————————  — — ————————————= = ———
i TRAINEE NUMBER REVISION

Click the
Training>Trainees bar

DEPARTMENT

Trainee Release Atrium Health

O Alicia Bu 2 Trainee Release Thymus Donor Screening Project [i] _—
O Alitia Burge 1% Trdinee Archive Thymus Dunior Sueening Project (i}
a Alicia Pena (AMP&9) Trainee-0198 1 Trainee Release CCBB Administration [i]

b) InfoCard opens to the Trainee Tab (navigation tabs are on the right-hand side of the InfoCard).

*Infarmation

*Trainee

Training Gates

Controlled Copies

Attachments & Links
stom Fields

History

Status

Versions

c) Print screen the Released Job Codes. Paste the print screen capture into the same Word file
created in step 5b. Save the Word file as a PDF.

InfoCard Information

Trainee Number: Trainee-0261 Revision: 2 Version: 0 Vault: Trainee Release

Trainee Name (User ID)

Hire Date

Termination Date

Degree

Supervisor

Erin Arbuckle (EPAS!
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Disable a User’s Account in MasterControl

Edit the Trainee InfoCard.

7)

Edit

Replace Fields
ation
Copy Main File

e “L-

J

Vault: Trainee Release

Training Gates

Controlled Copies

a) Enter Termination Date

b) Remove Selected Job Codes. See screenshot below.

InfoCard Information

Trainee Number: Trainee-0261 Revision: 2

Vault: Tra

inee Release

* Trainee Name Job Codes

Role Job Codes

Degree Available Job Codes Selected Job Codes b
None - Released : Released Remove Jo
ABMT - MARY BETH CHRIS DIRECTED DONATION Codes
* Supervisor ABMT CLIN SERVICES NUR MC ALL-PWR
= ABMT CLINICAL - POTTER THYMUS DONOR SCREE
= B ABMT CLINICAL SUPPORT ° Draft °
2 ABMT NURSE MGR, OPS ° °
ADMINISTRATIVE MANAGE
Enter 01 dul 2014 APHERESIS
APHERESIS STAFF 5t

[Termination Date

ASSOCIATE PROFESSOR-PI ¢ ;
) / f
c) Add note to Information Tab similar to the one below.

i *Train
*Revision: e

B :

*Trainee Number *Version Lifecycle

Trainee-0261 Training Trainee Controlled Copies

*Title *Vault Attachments & Links]

e - 49 rair 5 ase
Trainee - AABAS Trainee Releas Custom Fields

£ *Trainee InfoCard Type Select Information
Notes Default v Tab
See file on the Attachments & Links tab for Alicia Burgess' Roles and Job Codes. bj42 04/04/18 = a
*Subtype
Enter note Nene b
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Disable a User’s Account in MasterControl

d) Go to the Attachments & Links Tab; select the plus icon on the Attachments bar.

Main File

Attachments + Customn Felds

Links L ] =}

e) Select the PDF file containing the Roles and Job Codes and click Upload.

Choose Files

No files selected

f) Save the InfoCard (button is at bottom right).

8) Quick Approve the InfoCard by selecting the Stamp icon drop-down menu at top-right corner and
clicking Quick Approve.

Quick Approve

New Packet Task
Status: Release
Recall InfoCard

*Trainee

Lifecycle

Training Gates
Vault Controlled Copies

Attachments & Links
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Disable a User’s Account in MasterControl

9) Inthe Quick Approval window that populates, enter “Archiving Trainee InfoCard.” Click “Show
Dates” and enter today’s date. Then click the Submit button.

Quick Approval ()

Comments

Sign Off

* Electronic Signature

Show Dates

10) Return to the User Account as in step 1 by selecting Portal > User Management >Users.
a) Remove the Selected Roles
b) Toggle the Account Status switch at the top-left corner to Disabled.

MasterControl Portal > Users > Edit User

Account Status Authentication Provider
@) pisabled Okta
Account Information Personal Information

c) Save. Reason is “Disabled user account. Initials and date.”
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